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VCE Word Template Welcome

Welcome

This document provides instructions for installing, configuring, and using the VCE Vision™ Intelligent
Operations Integration for Microsoft System Center Operations Manager.

The audience for this document includes administrators and users of Microsoft Systems Center Operation
Managers who would like to integrate with a VCE Vblock™ System through VCE Vision.



Supported Versions and Platforms

Supported Versions and Platforms

» Windows Operating systems Windows 2008, or higher.
» Microsoft Systems Center Operations Manager 2012 R2 and higher.
» Integration supports VCE Vision Intelligent Operations versions 2.1 and 2.5.
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Prerequisites

Java Runtime Environment

The integration requires JVM 1.6. Please verify your Java version by following this link —

http://www.java.com/en/download/help/version _manual.xml

Operations Manager Health Service

The Microsoft System Operations Manager (SCOM) health service is often referred as agent or management
server, which is a service that is installed on a MS SCOM computer. The health service collects data,
compares sampled data to predefined values, creates alerts, and runs responses. The management server
receives and distributes configurations to health service on monitored computers.

Note: When you install the Microsoft SCOM, the PowerShell module is installed as default. But if you choose
to install the integration on an agent computer (which don’t have MS-SCOM PowerShell modules by default), it
is recommended to install the Microsoft SCOM Console and the PowerShell module on the agent.

User Rights on Management Agent

You need Administrator permission to install the Management Agent.

VCE Vision Software User Role Requirements

You need Administrator permission use to connect to the VCE Vision Intelligent Operations from VCE Proxy.
Need to configure admin user credentials in Proxy Configurations file.


http://www.java.com/en/download/help/version_manual.xml

Installation and Deployment

Installation and Deployment

Installing the VCE Vision Integration

The VCE Vision Monitoring Integration installation is straightforward. The VCE Vision Integration can be
run on any server as long as there is network connectivity to the Microsoft Operational Manager (SCOM).

The procedures listed below will install the integration product:

1.

Download the VCE Vision Integration connector integration distribution to the server or agent where
the integration will be installed.

Unzip the downloaded “runtime.zip” file to the directory where you group other programs to, such as
C:\Program Files or C:\Program Files (x86).

Do you want 1o open of save this [le?

Nose: YCE2SCOM_1.1_Binary_lnstal 2p
Type: Comgressed (zpped) Folder, 11.1M8
Froen www.secamlessticom

Dpen Save I Cancel I

V' Abways ask belore opersng thes type of fle

While Hies bom the Intemet can be uselud, some Bes can potentally
haem pour computer. N you do not st the source, do not open of
save this Sle. What's the nigh?

Open a CMD window (Run as Administrator), go to the {Install Root}\bin\ directory and verify that the
vce2scom.bat exits.
BX Administrator: Command Prompt = = %
IC:“Program Files“UCE Uision Monitoring~binXdiw
Uolume in drive G is 05
Uolume Serial NHumber iz 78469915

Directory of C:“Program Files“WUCE Uision Monitoring“hin

B6:22 PH <DIR> .
B6:22 PH <DIR> .-
A2:33 AH 87.552 NTEventLogAppender.amdb4.dll

B2:32 AN 74,752 NTEventLogAppender.dll
A1:21 PH 184 null
@i:46 PH 183,936 prunsrv.amdb6d.exe
A1:45 PH 80,896 prunsru.exe
@1:54 PH 3.631 vceZscom.bat

6 Filets> 358,871 hytes

2 Dirds> 340.708.921.344 hytes free

G-~ Program Files“UCE Uision Monitoring-bin>

[%

The Integration supports multiple instances. Each instance represents one Windows service and one
configuration file in {Install Root}\conf\ directory. Each instance can connect to one Vision server. To



install an instance, you may run “vce2scom.bat install <instance_name>", where the
<instance_name> is a unique name without spaces or special characters.

r

BN Administrator: Command Prompt

G :~Program Files“~UCE Uision Monitoring“~hin>uceZscom.hat install seamless_lab

CREATING zeamless_lab.conf

1 file{s? copied.

Install

service succeeded

IC:\Prugram Files“~UCE Uision Monitoring“~bin>dir
Uolume in drive C is
Uolume Serial Humber

0S8

iz

78469915

Directory of C:“Program Files“UCE Uiszion Monitoring“bin

18812814
18812814
A4.26-2014
A4.26-2814
2262014
A3.-28-2813

<DIR>
<DIR>

B6:22
A6:22
A2:33
A2:32
A1:21
A1 : 46

87,552

ﬁiEuenthgﬂppender.amd64.d11

MTEventLogAppender.dll

null

prunsry .andbd.exe

Open Windows Services console, and verify that the VCE Proxy Service: <instance_name> has
installed. See below:

Services
File Action View Help
= B Ec= HE »anp
Services (Local) Services (Local)
VCE Proxy Service: seamless_lab Name : Description Status Startup Type *
. ) UPnP Device Host Allows UPn.., Manual
Start the service User Profile Service This service .. Started Automatic
Validity VCS Fingerprint Service Validity Fin... Disabled
Description: iz VCE Proxy Service: seamless_lab Integration ... Automatic |
Integration between VCE Vision and WCE Proxy Service: Vblock320sim Integration ... Manual
System Center Operations Manager Virtual Dick Provides m... Manual Al
4 1 2 I
\Extended /(Standard/ |
6. Go to {Install Root}\conf\ directory, and verify that <instance_name>.conf is created.
- (| e
—
L /.?l <« Program Files » WCE Vision Monitoring » conf - | +¢| | Search conf j el
Organize = E]‘" Open ~ Burn MNew folder 4= - i ﬂ
WCE Vision Monitoring i Mame Date modified Size
bin ; I
¥ default.conf 9/23/2014 5:51 PM 2 KB
conf . T =
| legdjaml 9/18/2014 4:26 PM 2 KB
data : = =
- = seamless_lab.conf 9/23/2014 5:51 PM 2 KB
i
= Vblock320sim.conf 9 2014 10:59 AM 2 KB
log
E




Installation and Deployment

Deploying the Management Pack

After you installed the integration, you need to install the Management Pack manually. Please follow the steps
listed below:

1. Login to the Windows server where SCOM is running and start the Operations Manager Console.

BRVCE - Dperations Manager

Fle Edt View Go Tasks Tools Help

Seweshw _1E, ] L

Manitoring

|l Maonitoring
o= Auctive Aderts | i o .
81 Discovered nestoy -| Monitoring Overview
7| Distributed Ap plications
st Task Status

58] UMD inux Computers " Required Configuration Tasks:
&%) window: Com pubers

In orderd, pipnager bo mans ge snd monfer your
£ Agenitiess Exce ption Monkorng :i,.: ak you :.1-_::‘-':-’»:-- ;J;l:u. o
2 Application Monitorng

2 DataWarehoum = # Required :Import managemend packs

% Required: Enable Motitication Channct
Shiwor Hide Views... y

M Wiew ¥ —1
B Monitoring

A Authoring State and Alerts:

“ Administration A Computer Heaalh G to Compidter

[ o3 Critical: 1

& s workspace y el :

- () Healthy: 1 =
nl | ¥

Resdy

2. Click on the “Administration” button in the lower left pane of the window, and then click on
Management Packs” in the upper left pane of the window.

SAVCE - Operations Mansger

File Edt View Go Taska Tooh  Help

seache _ {9,

L
Administration L]
& igh Administration = ™oy =
Connected Management Groups \ .« n . .
= 15 Administration Overview
4 [ Device Managemert .
4l AgentManaged e
L Agentiess Munaged . ) )
&) Mansgement Servers 0 Required Configuration Tasks:
B Pending Managemert
In rderfar Operations Mansger to manage and monltoryour
G UMD irie: Compliters e i complete the following steps:
B Management Packs
4 5 Metwark Management % Requited : Impost manage menl packs
I ClicowcryRules =l % Bequised: Enabie Molification Chanres
PP ——"
Diseovery Wizand -
. Monitaring
P Auhering . ©Optional Configuration:
3 Administration Cptionally configure the following components
-
TH My Workspace % Configure Active Directosy (AD) Integration
Active Directony AD) integration allows you to ieverage your
= | e stiment in AD by enabling »nlu to create AD based rubes bo assion _'ﬂ
4 *
Ready 4

3. Right-click on the Management Packs, and then click Import Management Packs.
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= Management Packs - VCE - Operations Manager

Installation and Deployment

Flg B8t View Go Teia Teoh Help

m':;::—

(O Ohss) @ -

Administration € Management Packs (36) * Tazks

2 Administration 2| Alockfor: | L
R, Connected MNAGEREt Groups [ 2| pctions .
4

i il i 360 Application Monttoring Dashboards
‘Agen‘tManaped
3 i Barelining Tasks Library

[ee Agentiess Managed

) Management Servers
B Pending Management
L UMBLine Computers

B Chent Monstoring Intemal Library
B Cleent Mondtoring Library

B, Chent Mondtoring Crerrides Management Fack W Creste Mansgement Pack

% Manage B Chhent Monitoring views Library L EETETT -
= Discovery Wowd... -
a _3 Network] = i T Dot Warehouse Intemal Ly T Impont Management Packs..
£ Discove| i, Creste Managemenk Pack 9 Diata Warehowse Library
-
Puseead B Downlosd Management Packs .., &, Default Minagement Pack
Disoorvery Wizard,
i Import Management Packs... i Distributed Application Designer Libsary
B Moritorin B newser Role » B Health Interrnd Library
Health Lib
» o | Creste Run fs Account... B Health Loy
#] Puthoring §8 st Furs s Frofée, B Imnge Library [Syitem Center)
_1:;. Ad E 4 Image Libeary [System)
EE Mow charral i B Image Library [UNDGLInw
'E My Work{ 8 Mew atueriber,., 6 Image Ubrary [Windows]
New aubscription. .. = j Trvctanre Grain | ks _Ill
L) L3
Add Manasguerant Group
Feady = ¥

& Hep

o Add ~ r' Properties ... 2 Remove

Add from catalog ...

e 2dd from disk ...

| Relea

]

Click No on the Online Catalog Connection dialog box.

Online Catalog Connection [ |

# % Some of the management packs you select may have
dependencies that cannot be located lacally,

Would vou like to search the online catalog For
these dependencies?

Yes | Mo I

5. The “Select Management Packs to import dialog” box appears. Select the
“VCE.Vision.Monitoring.mpb” file in the /mp folder then click Open. For example, C:\Program
Files\VCE Vision Monitoring\VCE.Vision.Monitoring.mpb
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6. On the Select Management Packs page, select the “VCE Vision Application Monitoring” then click
on the Install button. Click on the Cancel button on the Connecting dialog box.

= Impork Management Packs

=ct hdanagement Packs

Selact Manapamsnt § @ Hed

Benpeont Bt : e Add ~ 7 Properties .. 3% Remave

Connecling io Management Pack Caiolog Weh Servica..

Dpaialicens b anager i slbempliong 10 coresc! 1o e Maciozoll Managemsnt Pack Calalog wielh
gfqlli'fa" Iliﬁu dor ek wizh bo Coemnect Lo the wieh serdce, click Cancel bo retuimn Lo the begireing
wiz

"

nsiet | Cancel |

The management pack is being installed. See below:

Swelect Managemsn Packs

ad Hedo

lirmport Skatus Dretaiis -
Impciing

Step | | G

Then Click on the Close button.

Go back to the Operational Manager Console; select the Management Pack from the left

navigation pane. On the right hand side of the pane go to Look for: field and enter the VCE and click
on Find Now link. See the screenshot below:
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et Pachs - VOE - Dperations Mansger

Fle Edt WView Go Tasks Tooks Help

'I— Searchv ' B

E~pms e .

Installation and Deployment

|| Administration
4 i A tration
A, Conrected Management Grup:
@ |2y Dewice Management:
iy Agert Managed
L Agaatieis Mangid
a3l Managemer Sereers
BF Pending Management
L UMD Computers
W MaragementPada
F _'i Hebamrk Manage menk
_:J Dy Fubi i
= Mtwork Devices

Diicirvary Wizand. ..
. Monioring
A Authoring
 Administration

lE. My Waorkspace

% Management Packs (96 ¥ Tasks
al Lok foe ﬁl Frdbow  Cew ] | i
Hang: 2] pctions

B 300 Applicabien MarRaring Drikbaled

B Easeiining Tuik s lirry

B Clieet Monitaring fnteenad Library

B Client Maniterng likeary

iR Client Monitaring Crrrides Management Pagk
B Cliert Monitaring Ve Library

W Creste Maragement Pack

B OataWarehoure Intemal Library B I=cort Management Facis
B Data Warchoure Library
= B, Defau® Management Fack
i Distribated dpplcation Desigrer Library
B Health Inberral libeary
T Heath Library
B Image Library Byitem Centen)
B Image Libeary Byrtem]
B Image Library JURZOLInW]
B [mage Library i¥rdoes]

= B nstance Group Librsry »
i 1]

B Downiosd Management Packs ..

9. The VCE Vision Application Monitoring shows under the Name filed. See the screenshot below:

Note:

If you do not see the VCE Application Monitoring under name field then refresh the “Management
Packs” until the VCE Vision Application Monitoring shows up.

A Management Packs - VCE - Operations Manager

fle B view Go Tamks Tosks Help

il Seachw _ i1,

[(Ernd (B 7o) @ .

Administration
4 I Adminstration
&, Connected Management Groups
4 7 Device Managemert
4 AgentManaged
oae Agentiess Managed
& Management Serves
& Pending Management
o UNEdinux Computers
% Management Packs
4 5 Network Management
ﬂ Dviscerveny Rules
=2 Metwork Devices

Dtscovary Wizard...
- Menitoring
4 Autharing
L Administration

L!-, My Workspace

% Management Packs (1)
2| lookfer: e

Name Actions
B VCE Vision Application Manitoring

TR Creste Management Pack
TR Downioad Mansgement Pacis .-

B Import Management Packs.
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Uninstalling the VCE Vision Integration

To remove the product from the server hosting the VCE Vision Integration for SCOM, you may follow the
following steps:

1. Open a CMD window (Run as Administrator), go to the {Install Root}\bin\ directory and verify that the
vce2scom.bat exits.

[z Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76H11
Copyright (c2> Z00? Microsoft Corporation. All rights reserved.

C:sWindows“system32>cd C:wProgram Files (86>SUCE Uiszion Monitoring“hin

C:~Program Files (x86>~UCE Uision Monitoring“~bin>dir
Uolume in drive G has no label.
Uolume Serial Mumbher is CEBB-A35D

Directory of GC:“Program Filesz (x862>~UCE Uiszion Monitoring>bin

a7?-24-2814 B2:48 <DIR> .
a?-24-2814 B2:48 <DIR> ..
Ad-26-2014 ©B2:33 87.552 NTEventLogAppender.amd6d.dll
A4-26-2014 B2:32 74,752 NTEventLogAppender.dll
A3-28-2013 ©G1:46 183,236 prunsrv.amndbd.exe
A3-28-2013 @1:45 88,826 prunsrv.exe
A7-24-20814 ©G2:208 2.492 vceZzscom.bat
5 File<s> 3492 .628 Mytes
2 Dir<s> 1098.525,.645.824 hytes free

C:~Program Files <{xB6>~UCE Uision Monitoring~hin>_

2. Run “vce2scom.bat remove <instance_name>", which removes “VCEProxy Service:
<instance_name>" from Windows service manager. If multiple instances are installed, repeat the
same command until all services are removed.

BN Administrator: Command Prompt

C:=“Program Files“UCE Uision Monitoring:bin>uceZscom.bat remove seamless_lah
Remove service succeeded

C:~Program Files“~UCE Uision Monitoring“hin

3. Open Windows services console, and verify that there is no “VCE Proxy Service: *” there.

4. Now you may delete the entire “VCE Vision Monitoring” folder to finish the uninstallation.
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Using the VCE Vision Integration

This chapter discusses the essential and optional configurations that need to be performed before
running the integration service. Some integration specific operations from SCOM console are also
discussed here.

Changing the VCE and System Center Endpoints

Each instance has a unique configuration file under the {Install_Root}\conf\ directory, which by default is
named as “<instance_name>.conf’. The configuration file contains the connection settings for the source
and the target. Any change to this file requires restarting the service to take effect.

To configure the source and the target serves settings, follow the steps listed below:

1. Open <instance_name>.conf file using your favorite text editor.
Note: the install program runs “as administrator”. To save the text file, you may either change
the file’s security setting, or open it “as administrator”.

2. Edit the following lines:

app.Vision.ServerUri=https://vision-server.change-me.com:8443
app.Vision.Username=rest-api-user
app.Vision.Password=

app.VCenter.ServerUri=https://vcenter-server.change-me.com
app.VCenter.Username=vm-sdk-user
app.VCenter.Password=

Note: the passwords have to be encrypted. There are 2 ways to encrypt the password:

i)  You may enter the plain password in the text editor with the prefix of "ENCRYPT:” such as
"ENCRYPT:mypassword". Upon the first restart of the service, the plain password will be
overwritten by the encrypted password.

i) Leave the password field empty, close the file and run “vce2scom.bat password
<instance_name>" from the command window to encrypt the password.

3. Save and close <instance_name>.conf file

Adjusting the Integration Polling Intervals

You can set the polling Interval in the configuration file. Follow the steps listed below:

1. Open the <instance_name>.conf file in text editor.

13



Using the VCE Vision Integration

2. Under the Application Properties section, you can modify the polling time. Following are the default

settings you can change this polling intervals according to your requirements.

app.Discovery.Vblocks.IntervalSeconds=1200
app.Discovery.Vcenter.IntervalSeconds=3600
app.Discovery.Compliance.IntervalSeconds=86400

Additional Configuration Details

14

Open the <instance_name>.conf file in text editor.

Under the Application Properties section, you can modify the below config parameters as per the
application and system needs

app.MP.Heartbeat.IntervalSeconds=1800
This Config is used to specify the heart beat interval that we can have in case of Vision is not
reachable. MS-SCOM Proxy will try to do the heart beat connect vision at the specified interval

app.Discovery.MaxDataFilesPerCategory=10
This Config is used to specify the number files that can be created in the /data folder. It's the data
retention config that will provide the max the numbers files that can be present in /data for each
type of file. We do have 3 set of files in data folder.
e First one is for capturing the Vblock data
e Second one is for capturing the Compliance Details, like matching benchmarks and
profiles, which are used for MS-SCOM on demand scanning.
e Third one is for capturing the VM Inventory data from the EXSI host via configured
vCenter details.

#app.Event.FilterKey=**
This Config is used by the VCE Proxy service to retrieve the AMQP messages based on the
specified filters.
Applicable Filter Keys are:
FM_Internal
Vblock
Vblock_Network
Vblock_Compute
Vblock_Storage
¥, * (ALL Messages)

app.Event.AlertOnSeverity=minor
This Config is used by the MS-SCOM to filter the incoming AMQP messages based on the
Severity of the message. All the messages having severity = > than configured will be displayed
in the Alert View of MS-SCOM interface.
Applicable severity Levels are:

Info

Critical

Warning

Major

Minor
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Starting the Integration Services

Using the VCE Vision Integration

The integration, by default, is installed as a service by the installer. The service is installed as ‘Automatic’
type out-of-box. Use the start/stop menu from the service manager to start and stop the service.

1. Open the Services console, and start the “VCE Proxy Service: <instance_name>"

5 Services

File Action

«=|EE

View Help

o= Hml > enw

o Services (Local)

7. Services (Local)
VCE Proxy Service: seamless_lab

Start the service

Description:
Integration between VICE Vision and
Systern Center Operations Manager

MName

% UPNnP Device Host

S User Profile Service

i Validity VCS Fingerprint Service
S'_E)‘U’CE Proxy Service: seamless_lab
G VCE Prowy Service: Vblock320sim
S Virtual Disk

1 [ 1

Description

Allows UPn...
This service ...
Validity Fin...
Integration ...
Integration ...

Provides m...

Status

Started

Startup Type *

Manual
Automatic
Disabled
Automatic
Manual

Manual

\ Extended /(Standard/

2. Check the {Install_Root}log\<instance_name>\<instance_name>.log for the application output.

For example:

2014-09-23 17:57:00.541 INFO - VCE Vision Integration for Microsoft Operations Manager
2014-09-23 17:57:00.542 INFO - Version 1.1.00 build_07232014
2014-09-23 17:57:02.104 DEBUG - ticket=ST-36-EIVHgTafPhhkfOE5Yfnv-casOl.vce.com
2014-09-23 17:57:02.595 DEBUG - [version: O][name: JSESSIONID][value:
+QavLC9kaNR55KIN306yGV22.undefined][domain: vcesim.seamlessti.com][path: /fm][expiry: null]
2014-09-23 17:57:02.598 DEBUG - starting exportXml
2014-09-23 17:57:03.597 DEBUG - ticket=ST-37-fpCeYSCGVbHIjLHXRErc-cas0l.vce.com
2014-09-23 17:57:04.520 DEBUG - [version: O][name: JSESSIONID][value: 60c5LKvFpxn-
Wc4kAXEBYLBL.undefined][domain: vcesim.seamlessti.com][path: /compliance][expiry: null]
2014-09-23 17:57:04.522 DEBUG - starting exportXml
2014-09-23 17:57:04.524 DEBUG - enter setupAMQPListener
2014-09-23 17:57:05.510 DEBUG - ticket=ST-38-IKwB3IZmX1raq7aghwgb-cas01.vce.com
2014-09-23 17:57:06.266 DEBUG - exit setupAMQPListener

2014-09-23 17:57:13.391 DEBUG - finished exportXml: vm_1411509433.xml
2014-09-23 17:57:13.395 INFO - created C:\Works\cvsroot\VCE-SCOM\TEST\VCE Vision
Monitoring\data\seamless_lab\vm_1411509433.xml

2014-09-23 17:57:31.404 DEBUG - finished exportXml: vblocks_1411509451.xml

2014-09-23 17:57:34.481 DEBUG - finished status check: event count=6
2014-09-23 17:57:34.483 INFO - created C:\Works\cvsroot\VCE-SCOM\TEST\VCE Vision
Monitoring\data\seamless_lab\vblocks_1411509451.xml

3. Go to the {Install_Root}\data\<instance_name> folder. The *.xml will be created. These xml files
will be used by SCOM’s management pack discovery. See below:

15



Using the VCE Vision Integration

@'\:_j"| . < VCE Vision Monitoring » data » seamless_lab - | +y | | Search seaml pel |
Organize « Include in library = Share with « Burn MNew folder == ~ [ l@l I
4 | data = Mame ‘ Date modified Size
. default . ;
= compliance_14120...  9/29/2014 10:41 AM 1KB
bacamicaii [ compliance 14120...  9/28/2014 507 P 8 KB
| seamess_lab - Copy [ [ compliance_18120... 9/29/2014 10:30 P 8 KB |
R ST £ vblocks 141200167... 9/29/2014 10:41 AM 793 KB
- ::’g [ vblocks 141202482...  9/29/2014 507 PM 793 KB
[ vblocks 141204417...  9/29/2014 10:29 PM 793 KB
Tt £ vblocks 141216520... 10/1/2014 8:27 AM 797 KB
§ Vblock320sim [ vm_1412001660xml  9/29/2014 10:41 AN S5 KB
J bl £ vm_1412024798ml  9/29/2014 5:06 PM 55 KB
: ﬁ:;::::h;efender _ EJvm412044169ml - 9/29/201410:29 PM 55 KB
j 10 items
- e — e 1|

Operations Manager Prerequisites

To enable “Allow this agent to act as proxy and discover managed objects on other computer”, follow the
steps listed below:

Start “Operation Manager Console”.

Go to Administration console.

Expand “Device Management”.

Select “Agent Managed”.

From the right side of the pane under the “Primary Management Server:” right click on the
computer that hosts the application >> “Properties”. See below:

aprwdE

TR Agest Mansged - VUE - Ope skinins Mansger [-15[]
Fe 18 Vs G Tels Tl "
i Sewch v L. Jired (O] Tae §
Adrarinti stion * Agent Managed (1 LI P
PR ——— o Quasts [ Mdney  Oex xD e
49 Duice Msmpunant Hesth Ste oo hane. Coman Yersen Actsons ~
M
ol Abectnhgut PariT— Server VO
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6. Goto “Security” tab, check the box for the “Allow ... act as proxy ...” See below:
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YCESCOMAGENT.seamlesstinet - Agent Properties

Hearlbeal Secuily
Agent Prosy:

¥ Allow this agenk to act as a proxy and discover managed objects on other computers

Mote: There is a pobential risk ivvobeed in allowing an agent bo discover extermal
managed objects.

OF, | Cancel Aol |

7. “Apply” or “OK”.

Executing Compliance Scan

To get the compliance report for the target servers, follow the steps listed below:

Start “Operations Manager Console”.
Go to Monitoring console.
Expand “VCE Vision Monitoring”.

HwhPE

Using the VCE Vision Integration

Select “Compliance View” to view Compliance Benchmarks and Profiles.
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5 Select compliance benchmark or profile, and then click on “Get Compliance Score” in Tasks
panel (usually on the right). See below:

B Run Task - Get Compliance Score

Run the task on these targets

T.

| Run Location |
B Sampls: Score of 100

Task Parameters

Name: [ value |
Timeout Seconds 300

Dvesride I

Task credentials Task description

" Lize the predefined Fun Az Account Fun the selected Vision compliance: profile, and
 Other: gel the complance score.

Uses nare: |

Password |

Task confirmation

I Dont prompt when nuncing this task in the future

Note: only the benchmark with a default profile can perform this task.

1. Run it and wait for the result. See the result under the Task Target column under the upper pane.

Bl Task Status - Get Compliance Score

) Help
The task completed successhuly,
" [ status [ Task Target
Get Complisnce Score Suctess sample: score of 100
Kl | 2
Task Output <2 Copy Text -3 Copy HTML
|

';’) Get Compliance Score Task Desciplion )
sEatul: Fur the selected Vision
Scheduled
Time:

compliance profile, and get the
compliance score,
s, .. B32014 ,‘!

You can dosa this dislog 2t any time. Doing so will not interrupt
executing tasks, You can check the status of basks in a bask stabus vievs,

o= |

4
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Navigating Vblock Object Hierarchy

To get the Vblock Object Hierarchy, follow the steps listed below:

Start “Operations Manager Console”.

Go to Monitoring console.

Expand “VCE Vision Monitoring”.

Select “Proxy Services”, this is always the first object to be discovered.

Verify the State to be Healthy. If this is in Healthy state, it shows in green. See below.
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6. Select “Vblock View” to view Vblock objects.
Note: it may take 20mins to 1 hour for the initial full discovery.

7. On the right hand side of the pane, you see the Object Hierarchy. You can expand via clicking on
the “+” sign on the Object or right click on the object and select the Expand from the list.
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Note: The management Pack is installed on SCOM DB, it will take a while for the agent or management
server to detect the changes and download to its local repository. Windows Event Log will be always the place
for users to trace or debug what is going on in SCOM world.

Viewing Vblock Object Attributes

To get the Vblock Object Attributes, follow the steps listed below:

Start the Operations Manager Console.

Go to the Monitoring console.

Expand the VCE Vision Monitoring.

Click on the Vblock View.

On the right hand side of the pane, you see the Object Hierarchy.

Expand the Vblock Object. Select the object.

You see each object attributes and the Object status in the Detail View whenever you click on
any Vblock Component as shown below

See below:

oA~ wNPE

R vibock Viewr - VOE - perakions Mansges
rie bt [ o0 Tmis Tess el
Sechv _ ihd wm O |8 5 = ] W etdeecion > | £ e byhesth e [50]  4y TR B Soee

Monboring 4 Wiblock View

=

4 DataWanthause =

& Mirooft AR Callectian Sen

4 Moo oft Windows Clent E

i MigoiaftWingdown e

A Nabwsrk Moniseng |

i Optraticns Maragar

4 S Tradaction,

4 Tritem Cemeradvion

& UNDAL it Comgetens
# Lg VEYishan Monitosrg

]

o ComplianonView

(-]

p.__ﬂ.h
b

L
Yo

i1 Prasoy Sanacet

S| VBRI Vigw
1 Wb Agpiioven Bansscen M
A WIS Serane A Praceds

2 s
Srer o Mt eiews 1) |'d

Detadl view

&

a
V-1

I~

-

m-—

WE,
l.i-—i f

g §se]

B weciterng B viteck progerties of V- 300

A Authoring

Adminivtration

3; Wty Workspace

Resdy

Understanding Vblock Alerts

There are three types of severity. They are Critical, Warning, and Normal (OK) from MS-SCOM. You can
check the component severity details from the Active alerts.

From the Monitoring console click on the Active alert, this will populates the all the active alerts on the right

hand side of the pane. Select the alert and check the alert description under the Alert Detail pane. See the
second screenshot below.
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Representation of Component Health Status

Below displayed images conveys the status of health for each component with a circle next to each
component below on the right side. This small circle conveys its health status as of now.

If the health status is healthy — circle will be green as displayed in the second image

If the health status is critical — circle will be in cross red, as displayed in the third image

If the health status is warning (Major/Minor/ Degraded) — circle will be yellow color as displayed in the

first image.

Whlnck
Compite

o

Whlnck
Hetwork

The health status can be determined either from the Alert View or from the Vblock view
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Forcing Discovery from System Center Interface

Start the “Operation

Ea S

Click on the Vblock

s Manager Console”.

Go to the Monitoring console.
Expand the “VCE Vision Monitoring”.

View.

a. Vblock Hierarchy View is displayed on the Middle pane of the SCOM console

For on Demand Discovery

a. Click on any Object within the Vblock View Hierarchy.
b. Go to Task pane, under the Vblock Tasks and click on the On Demand Discovery as

shown belo
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6. The Run Task —On Demand Discovery dialog box appears.

Bl Run Task - On Demand Discovery

Run the task on these targets

Taget

|_Run Location |
A ve-200

Task Parameters

MHame

| Value |
Timeout Seconds

Ovemide
Task credentials Task description
&+ Use the pedefived Fun Az Account
" Othes:

Username: |

Fource to discover the sub-components of the
selected tanget.

Password |

Domain :

[VCESCOMAGENT =1

Task confirmation

™ Don't prompt when nunning this task in the future

7. Click on the Run button. The Task Status — On Demand Discovery dialog box appears. After
sometimes you see the status of the task under the Task Output pane.

& Task Status - On Demand Discovery

M= 3
w,
) Help

Funning tasks ...

Task | Status | Task Target

¥ On Demand Discovery Started vb-300

1| | il
Tassk Output

| 2 Copy Text -2 Copy HTHL

You can close this dialog at any time. Doing 5o will nok intermupt:
executing tacks, You can check the status of tasks in & tack stabus view,

_ e |

]

8. Click on the Close button.

9. Goto SCOM console and right click, select the Refresh from the list as shown below.
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Troubleshooting the Integration Services

The VCE Proxy Service is a Java application. Application’s troubleshooting message is written to

{Install_Rootplog\<instance_name>.log  file. =~ The level of details is controlled
{Install_Root}\conflog4j.xml. The available values are “fatal”, “error”, “warn”, “debug”, “trace”.

’

<log4j:configuration xmlns:log4i="http://jakarta.apache.org/logdi/">

<appender name="console" classz="org.apache.logd4].ConsoledAppender">
<layout class="org.apache.logdj.PatternlLayont">
<param name="ConversionPattern" value="%d{yyyy-MM-dd HH:mm:==s.55%} %-5p - *m®n"/>
</layout>
</appender>

<appender name="weoe2scom" class="org.apache.logd].RollingFileAppender">
<param name="file" walue="../log/vcel2scom.log"/>
<param name="MaxFileSize" walue="10MB"/>»
<param name="MaxBackuopIndex" wvalus="1"/>
<layout class="org.apache.logdj.PatternlLayont">
<param name="ConversionPattern" value="%d{yyyy-MM-dd HH:mm:=ss.555} %-5p - *m¥n",/>
</layout>
</appender>

<logger name="com.wveoe.vision.integration.scom">
<level walue="debug"/>
</logger>

<root>
<level walue ="fatal" />
<appender-ref ref="console" />
<appender-ref ref="wvcoel2scom" />
</root>

</log4j:configuration>
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Troubleshooting the Management Pack

The management pack’s troubleshooting message is written to Windows Event Log. Some messages are
SCOM’s generic troubleshooting messages. Some messages are output from VCE Vision Application
Monitoring.

1. Toturn on the integration-specific troubleshooting message, you may use text editor to modify the
following line in {Install_Root}\confi<instance_name>.conf,

app.MP.Script.Debug=true
Note: Any changes to conf\<instance_name>.conf requires restarting the service to take effect.
2. Tofilter the integration-specific troubleshooting message in Windows Event Viewer,
a. Go to “Applications and Services Logs” >> “Operations Manager” and look for “Event ID = 1002”.

b. Go to “Windows Log” >> “Application” and look for “Event ID within 4096 — 5010”.
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Appendix A:

How to troubleshoot Java;:

If you get error “java: command not found” or “Java is not recognized...” or “Windows could not start the
VCE Proxy Service on Local Computer...” it means the java path is not set up. How to troubleshoot the
java, please see the example below:

1.

26

First check the java version. Open the cmd prompt and enter the following command for
example:

C:\Users\Administrator>java -version

“Java is not recognized as internal or external command, operable program or batch file.”
Note: This doesn’t return any version. It means there is no environment variable set up with
java.

Check the java home. Open the cmd prompt and enter the following command, for example
C:\Users\Administrator>echo %JAVA HOME%

%JAVA_HOME%

C:\Users\Administrator>

Note: This doesn’t return the value. It means there is no environment variable set up with
JAVA HOME. To find out the java home, go to the C:\Program File or C:\Program Files (86)
directory and find the installed JAVA Path.

Then set up the JAVA HOME. From the cmd prompt, enter the following command for
example:

C:\Users\Administrator>setx -m C:\Program Files\Java\jdk1.6.X(Version number of Java that
is installed)

SUCCESS: Specified value was saved.

C:\Users\Administrator>

Note: The “setx” key word command save the java home permanently even after you close
the cmd prompt window. The “—m” stands for | want this to be in environment variable. If you
do not use this, this will save it to a system variable.

Then set the PATH. From the cmd prompt, enter the following command for example:
C:\Users\Administrator>setx —m PATH “%PATH%”; C:\Program Files\Java\jre6\bin
SUCCESS: Specified value was saved.

C:\Users\Administrator>

Now check the java environmental variable, open a new cmd prompt window and execute the
following command. You will see the java path at the end of the string. For example:
C:\Users\Administrator>echo %PATH%
C:\app\Administrator\product\11.2.0\client_2\bin;C:\app\Administrator\product\11.2.0\client_1;
C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem; C:\Program
Files\Java\jre6\bin

C:\Users\Administrator>
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5. Check the JAVA HOME. From the cmd prompt, execute the following command. You will
see the java home path for example:
C:\Users\Administrator>echo %JAVA HOME%
C:\Program Files\Java\jdk1.6.X (Version number of Java that is installed)

6. Check the java version. From the cmd prompt, execute the following command. You will see
the java version for example:
C:\Users\Administrator>java -version
java version "1.6.X"
Java(TM) SE Runtime Environment (build 1.6.X)
Java HotSpot(TM) 64-Bit Server VM (build 17.0-b17, mixed mode)

You can also use the My Computer-> Properties for setting up the java environment variables. Please
see the steps below:

1. Right-click the MY Computer icon on your desktop and select Properties.
2. Click the Advanced system settings on the left side.

Fal e

CIC) |_‘ = Control Panel = Syskem

File Edit  ‘iew Tools  Help

Tasks

Yiew b
Y Device Manager wWindow
Y Remote settings wir
Y Advanced s fjkemm settings Cor

Sar

3. Click the Environment Variable button.
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System Properties E

Computer Name | Hardware  Advanced | Remote |

“Yiou must be logged on ar an Administrator to make maost of these changes.
 Pesformance
Wisual effects, processor scheduling, memoty usage. and vitual memon

Sellings... |

i~ User Profiles
Desktop seltings related to your logon

- Startup and Recovery
System starup, system falure, and debugging information

4. Under System Variable, click New.

Enter the variable name as JAVA_HOME

6. Enter the variable value as the installation path for the Java Development Kit. For example
C:\Program Files\Java\jdk1.6.X
[System properties K

 Computes Name | Hardwate Advanced | Remate |

o

Environment Yariables

i~ User variables For Administrator

Variable name: | 2evva_HOME

Variable value: | C:iProgram Files\Javaljdkl .6.0_21]

L

— System variables

Wariabls Walue =
BMC_AR_SYSTE... C:\Program Files|BMC SoftwarelARSystem
ComSpec Ci\Windowes|system3Zicmd. exe
FP_NO_HOST_C... NO

NUMBER_OF P... 2 :l

e Edit | Delete I
=1

7. Click OK on the New System Variable dialog box.
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Varisble name: | 2ava_HovE

Variable value: | C:\Program Files\Javalidk1.6.0_21|

.

8. Then find PATH and click on Edit button. Enter the JAVA JRE path at the end of the string. See

below:
 Computet Name | Hardware Advanced | Remate |

Edit System Yariable

Variable value:

- System variables
Variable | value |=]
o5 Wirdowes_NT
Path :\applAdministrator|producti11.2.0\di... —I
PATHEXT JCOM; EXE; BAT; CMD; VES; VEE;.J5;. ...
PERLSLIE ﬂ

mew.. | Edt. | oeete |

9. Click on the OK button on the Edit System Variable dialog box.
10. Click on the OK button on the Environment Variables dialog box.
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